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Screen Shots



Overview
• This slide deck displays the screen shots of the key interactions when a new asset is registered on the STN blockchain 

through to the minting of the corresponding Digital Asset Certificate (non-fungible token).


• Three steps of a complete asset tracking process are presented here.


• Step 1: registration of a “notification to harvest” which is the first event in the production process.


• Step 2: registration of a blended wine, which is the bulk product.


• Step 3: registration of individual bottles of wine, which is the end product of the entire process.


• The procedure captured in these screen shots consumed in aggregate approximately 4.5 minutes for all three parts of the 
supply chain.


• The steps demonstrated through this presentation show the levels and types of security and data integrity that are built 
into the system. This includes the application of tools like multi-signature verifications and authorisations, and the 
generation of unique transaction receipts and digital certificates for data uploads and for assets themselves.


• The data production process creates a ‘bread crumb trail’ of data, which can be reviewed and audited. The multisig 
thresholds can also act as real-time quality control steps, integrated with regulatory / documentary requirements.



The Asset Management 
WebApp Interface



Asset Manager WebApp
The STN Asset Manager WebApp is a Web3 
enabled application. To access the App’s 
functionality, the MetaMask Web3 Wallet is queried 
to ensure that (a) the user is connected to the right 
Blockchain Data Network (the STN blockchain 
network in this case), and that the Wallet ID is a 
member of the STN Asset Management Community 
(ie., an approved user).

The STN Asset Manager User Control Panel provides 
access to all management functions. This includes 
Registering New Assets.



Register Asset
By clicking on the Register Asset button, the user is 
taken to the Data Upload Management Interface. 
Here, the user can upload the relevant Asset Data 
(as a .csv file format). 

The .csv file format has a series of Standardised 
requirements, with industry specific customisations 
set up on a per user basis.



Security settings
The STN blockchain enabled asset tracker delivers 
data security and integrity through a multi-layered 
approach. One of these is to enable users to set 
signatory numbers on data registrations.  

Where an organisation has a need for multiple 
personnel to sign off on new asset registration, this is 
now possible within the STN ecosystem. This 
multisig security is a strong point of difference in our 
approach to supply chain data integrity. 



Step 1: Notification of Harvest



Data Submission
Once the .csv file has been selected, the user can 
proceed to the next step, which is to sign the data 
upload.

Signing the upload requires executing the upload 
with the authorised Signature contained in the Web3 
wallet. The data upload transaction is thus signed so 
that in future, the responsible signatory can be 
identified. Note also that the signing generates a 
unique ‘Message identity hash.



Data upload confirmed
Note these 3 green icons. These indicate that (i) the 
data in the .csv file has been uploaded to the 
database; (ii) the upload transaction has been 
registered on the blockchain; and (iii) the upload 
transaction receipt hash has been returned. These 
are critical element to ensure data integrity.



Uploading Assets - Approval
Once the data file has been successfully uploaded 
and the transactions receipts have been generated 
by the blockchain (see previous slide), the assets are 
ready to be registered directly to the blockchain. This 
requires the user to Confirm using their Web3 wallet 
identity. Again, this is to ensure data integrity.



Uploading Assets

The STN blockchain generates a new data block 
every 15 seconds. Thus, each asset registration 
event takes up to 15 seconds to fully execute on the 
blockchain. 

This procedure sees the data published on the 
publisher node, and then propagated across the 
blockchain network. Within 15 seconds, the data is 
secured by a network of computers all coordinating 
via a consensus algorithm. 

Data is, as such, high secured.



Asset upload success
The assets have been successfully uploaded. 

The 6 assets uploaded are the ‘notification of 
harvest’ for six different lots of grapes.



Asset registration validation
The data and the Asset registration have been 
executed successfully. To be confirmed to the 
blockchain, an authorised signatory is required to 
execute the validation. In this case, the validation 
could be completed by the same signatory 
responsible for uploading the data and registering the 
assets. In other cases, the validation may require 
other signatories depending on the business rules 
that have been put into place.



Validation
Validation checks on the signatory identification 
details by querying the Web3 wallet that is linked to 
the WebApp.



Confirmed

The full asset registration process is completed when 
the asset is ‘produced’.



Digital Asset Minting
At this stage, all that is left to be done is the minting 
of a corresponding Digital Asset Certificates (non-
fungible tokens NFTs). 

A user can mint the corresponding Digital Asset 
Certificates at any time. 

This icon shows that the corresponding token for this 
asset has not been minted.



Minting Digital Asset Certificate
The final step is to mint the Digital Asset Certificate. 
Each Certificate is a non-fungible token (NFT) tracked 
on the blockchain network. They are each unique, 
and are linked to the preceding data trail established 
through the Asset Registration process. 

A Digital Asset Certificate can serve as a proof of 
ownership or proof of custody. It can also be used 
within a digitalised marketplace to enable the buying 
and selling of assets. 

Ownership of the Digital Asset Certificate is proof of 
ownership / custody. This is demonstrated by the 
fact that a Certificate can only be found on one 
Wallet at any one time. 

Such a Certificate can go a long way towards 
mitigating risks of buying goods from unauthorised 
distributors who cannot prove their legitimate 
ownership / custodianship of the products by 
providing the corresponding Digital Asset 
Certificates.



Secure token minting
Minting tokens - like all blockchain-enabled 
transactions - requires a user to sign the transaction 
with their Wallet Identification. This ensures the 
signer’s identity is linked to the transaction, and can 
be audited in the future.



Token minting success
The minting transaction is successful. This means 
that a Digital Asset Certificate has been created on 
the blockchain, associated with the asset registered 
during the process, and is now in the custody of the 
relevant digital wallet.



Step 2: Blended Wine



Blend wine registration
Here, we are beginning to process of submitting data 
to register the creation of blended wines. Note here 
that the data being uploaded references 
Previous_Asset_IDS. This is where the link between 
a previous asset (in this case the grape juice) is 
linked to the blending event that produces the wine.



Blended wine assets registered, awaiting 
validation

Here, the assets have been registered and are now 
awaiting validation. This is a security feature that 
ensure that there is oversight and accountability to 
minimise the risk of bad data being registered to the 
blockchain.



Blended Wine: Validation Approved

The blended wine asset have now been validated 
and are produced on the STN blockchain.



Minting Blended Wine Tokens

The tokens have now ready to be minted.



Minting in progress



Part 3: Individual bottles



Individual bottles asset registration

The assets files are batched for processing with 100 
assets uploaded in each batch. The STN blockchain 
queues large bodies of data to optimise blockchain 
processing capacity.



Individual bottles tokens minting

The corresponding tokens are also minted in batches 
of 100, again to optimise blockchain processing and 
computation resources. This approach also ensures 
tokens are minted in an orderly manner.



Individual bottles tokens minted
The batched approach also means the processing of 
the token minting is undertaken as a single 
transaction. This approach optimises costs.



The asset view
Each registered asset has its own Unique 
Identification (UID) and a corresponding URL. The 
URL can be linked to a QR Code or can be shared 
directly by sending it electronically to others. 

The URL view retrieves data from the blockchain. Via 
the STN Asset View WebApp. 


